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Making Messages Private: The Formation of Postal
Privacy and Its Relevance for Digital Surveillance

Efrat Nechushtai

Abstract: This article examines the establishment of privacy in mediated
communications in the United States. The Post Office Act of 1792, which
transformed the informational environment by formalizing a nationwide
communications network, banned letter opening, a norm that became
the cornerstone of American privacy law. The article analyzes the circum-
stances that led to the articulation of this norm, contending that it rested
on two pillars: a civic rationale that rejected government interference in
personal communications, and a commercial rationale that prioritized
user trust and market expansion. A comparison between the eighteenth-
century discourse and current debates over digital surveillance is offered.
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On June 13, 1778, the Continental Congress confronted a moral di-
lemma. A messenger from the British government had dropped off a
packet of letters from a British Navy officer. Each letter was sealed and
addressed to a specific delegate. The United States was at war with Great
Britain, and the British officer was an enemy combatant. Should the
Congress deliver the letters to the individual delegates without breaking
their seals, as was customary? Should the Congress confiscate the letters
and read them aloud? Or should they return them to the messenger?

The president of Congress, Henry Laurens, weighed his options
and decided that the potential value of the information that the let-
ters contained outweighed any considerations of postal confidentiality.
Accordingly, he began to read them aloud. Almost immediately, how-
ever, Laurens was greeted with a howl of protest from the delegates, who
objected to this violation of a cherished civic norm. Laurens resealed
the letters and sent them back. “The Idea of opening other people’s
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Letter’s [sic] is exceedingly abhorrent to me,” Laurens conceded in a
letter to General George Washington that he wrote shortly thereafter.
Even so, “I think Congress have a power over Letters equal at least to that
which necessity obliges them sometimes to exercise over persons.”!

Laurens’s dilemma is a pointed reminder that the current genera-
tion of Americans is by no means the first to confront the challenge
of balancing civil liberties and collective security. Today public officials
routinely justify the surveillance of digital communications as an inevi-
table response to an existential threat. The founders of the republic,
however, saw things quite differently. In the Post Office Act of 1792—
the first major postal law to be enacted following the adoption of the
federal Constitution—lawmakers specifically rejected the time-honored
presumption that the government had the right to surveil personal com-
munications. Instead, lawmakers banned the opening of letters, estab-
lishing a precedent that would shape American communications policy
from the 1790s to the present day.

The 1792 postal surveillance standard was what sociologist Paul Starr
would call a constitutive choice; that is, it established a norm that would
shape the civic, political, social, and business life in the United States for
centuries to come.? Other, better-known legal provisions (e.g., the Fourth
Amendment limits on search and seizure and the First Amendment
guarantee of free expression) would not become influential in shap-
ing American public policy until much later. In fact, one scholar has
contended that the scope of the free expression guarantee in the First
Amendment had been shaped by the postal confidentiality provision in
the Post Office Act of 1792.°

The Post Office Act of 1792 is typically regarded as a key event in
the history of American journalism, since it guaranteed the circulation
of newspapers in the mail at low cost and on a nonpreferential basis
while establishing an institutional mechanism that would lead to the
rapid expansion of the postal network from the seaboard into the hinter-
land.* Yet the law also ensured the privacy of personal communications.
Lawmakers placed such a high priority on postal confidentiality that in
an early version of the 1792 law they banned the opening not only of
letters but also of newspapers. This provision, however, was not included
in the final law. It passed the House yet was rejected by the Senate and
removed from the final version of the law.®

Why the newspaper privacy clause was eliminated is a matter of specu-
lation. Senators may have recognized that it would be impracticable to
guarantee the inviolability of a class of items whose contents were not
ordinarily concealed. Alternatively, it is possible that they wanted to re-
culation of news. Either way, this
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exclusion should not obscure the basic point: the framers of the 1792 law
regarded postal privacy as important and were careful to try to envision
how it would be implemented in practice.

Shortly after lawmakers enacted the Post Office Act, Secretary of State
Thomas Jefferson expressed his relief that the law was not a “revenue
law” but rather “a law for the general accommodation of the citizens.”®
Among its provisions were a number of safeguards that had been de-
signed with the needs of the country’s business community in mind.
Lawmakers mandated stiff penalties for any postal officer who delayed
or opened any letter sent through the post, but should the letter contain
money—a major concern for the country’s merchants, who lacked an
alternative mechanism to circulate items of value—the penalty set in law
was death. While not, strictly speaking, revenue laws, these provisions
had the effect in the years to come of increasing trust in the post and,
in so doing, increasing the revenue that the institution generated. They
also established the norm of postal confidentiality, or what we today call
privacy, a term that was not used at the time. In this way, an eighteenth-
century law that was designed primarily to improve trust in the post so
as to facilitate the circulation of high-value commercial correspondence
became a cornerstone of US communications policy—and a precedent
for the present-day liberal norm of communicative privacy.

This study explores the history and legacy of postal privacy, showing
how and why lawmakers came to regard it as a norm and highlighting
certain parallels between this history and twenty-first-century debates
over digital surveillance. It is based on a survey of published primary
documents that include laws, newspaper articles, transcripts of congres-
sional debates, speeches, and the personal papers of lawmakers and
businesspeople. While congressional debates relating to other aspects
of the 1792 law, like postal routes, have been documented in detail, the
historical sources sketch the debates on confidentiality protections rela-
tively roughly. This article cites the available materials on the legislative
discussion, as well as other materials that shed light on the moment that
created the newly expanded norm of privacy.

Postal privacy, for the founders of the United States, had two primary
rationales. The first rationale was civic. The United States was a repub-
lic and, as such, rejected the surveillance of personal correspondence
as a vestige of monarchical tyranny. The second rationale was commer-
cial. To ensure that the post office would be financially sustainable, law-
makers found it expedient to encourage merchants to use its services.
Postal confidentiality was a means to this end.

A norm of privacy was by no means preordained. Consider the case of
S Supreme Court. When Jay served
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as a diplomat in France and Spain during the War of Independence, he
bitterly complained about the detrimental effect of postal surveillance.”
Following Jay’s appointment as secretary of foreign affairs in 1785, how-
ever, he shifted his tune. “There may be Occasions,” Jay suggested in
a letter to Congress president Richard Henry Lee, when postal surveil-
lance might well be desirable in the United States.® Within days, Jay re-
ceived a copy of an act vesting in him the power to inspect “any letters in
any of the post Offices.”

Privacy in mediated communications became the law of the land in
1792 not only, or even primarily, because it was a civic ideal but because it
met a practical need. In Europe, postal networks were highly centralized,
making the surveillance of correspondence relatively straightforward.
Surveillance was so professionalized that it was seamlessly integrated into
work routines: letters could be opened, inspected, and resealed quickly
and efficiently without undermining faith in the system.'” In the United
States, in contrast, the decentralized structure of the postal system mili-
tated against the creation of this kind of streamlined surveillance ap-
paratus. Postal officers were harder to monitor, increasing the risk of
embezzlement and the likelihood that letters might be slowed in tran-
sit or even destroyed. By controlling local post riders and officers, the
federal government hoped to address concerns regarding the quality of
service. And by doing so it established a new privacy standard on the na-
tional level. In the absence of such protections, it is entirely possible that
the system might have broken down, imperiling long-distance commerce
and undermining confidence in the country’s political institutions.

The radical standard of protection from surveillance did not stem
from an idyllic political reality: potential justifications for opening letters
were abundant. As in Europe, postal surveillance could well have been
used to mitigate what was perceived as threats to national security. War
remained a constantly present fact of life, albeit on a smaller scale, as did
political factionalism and rebellion. In 1792 alone, the United States was
engaged in a war with Britain in the Northwest and a tax rebellion in the
East while struggling to prevent further conflicts with European armies.
Between 1792 and the Civil War, the government remained in constant
friction with seceders and rebels and was involved in numerous inter-
national conflicts."!

Yet in contrast to Europe, postal surveillance in the United States
would have severely compromised trust in the quality of service, which
would have had a grave impact on the development of economic life.
The post was the only existing network that could facilitate long-distance
business correspondence and exchange, and it could have been config-
1formation and payments between
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geographically remote businesspeople. Privacy in communications was
preserved, since it was understood as supporting the national interest
rather than standing in opposition to it.

American history is, of course, replete with violations of communi-
cative privacy, from political committees intercepting letters during the
War of Independence, through the federal government obtaining cop-
ies of telegrams from Western Union, to illegal wiretapping and mass
internet surveillance. But the fact that the principle explored here has
not always been honored does not render this policy choice less conse-
quential. To the English, French, and Germans of the day, postal pri-
vacy seemed unlikely—similar, perhaps, to how expectations of privacy
online would seem to many Americans today.’? Yet despite a climate of
wars, uncertainty, and factionalism, early lawmakers believed that failure
to uphold civic norms, secure business communications, and generate
public trust in the post would pose bigger risks. And the history of this
policy choice offers a usable past for those interested in protecting digi-
tal privacy today.

Civic Rationale: Protecting Liberties from Tyranny

Throughout most of the British colonial presence in North America,
residents of the American colonies used the services of the Royal Mail.
Like other state-owned postal networks of the day, the British post was
not only a system of communication but also a system of control and
surveillance. Post offices in Europe were important hubs of intelligence
work, and surveillance of letters was standard practice. Despite the early
British recognition of a right to confidentiality, in the British postal sys-
tem, as in the French, Dutch, Danish, and other postal networks, post
and government officers habitually opened letters, read and sometimes
copied their contents, then resealed and returned them to circulation.
Post offices regularly employed cryptologists and mathematicians to
break any codes and ciphers that might be used by those who suspected
that their letters were being examined."

The ease with which postal networks lent themselves to intelligence
work might not have been incidental: some have speculated that the
primary reason governments permitted citizens to use their previously
internal communications networks in the fifteenth century was to gain
advantage in the “endless struggle to keep one step ahead of restless sub-
jects.”"* By the eighteenth century, however, as Europeans started to think
of written letters as a uniquely intimate avenue for the development and
revelation of a truer self, interception of letters came to be seen as an
sers have a right to confidentiality
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became popular.’® As Britain prided itself on its liberal political culture,
this notion was somewhat acknowledged in policy, and postal employees
had been prohibited by law from meddling with letters since 1710.'

In practice, citing security concerns, postal interception was widely
practiced. As was widely known at the time, the management of infor-
mation in the British post did not differ much in practice from that in
less liberal European monarchies.!” Following a period of political un-
rest and antimonarchical radicalism, British postal officers could easily
obtain warrants for intercepting letters when public safety was purported
to be at risk. In a striking resemblance to contemporary digital surveil-
lance, warrants were used in a variety of contexts, from those we now call
national security, through local law enforcement, to monitoring foreign
diplomats, people suspected of involvement in subversive politics, and
personal acquaintances (sometimes on so-called romantic grounds). In
1735 members of the House of Commons criticized the climate of mass
surveillance. Prime Minister Robert Walpole defended the legality of
interceptions “in times of public danger,” deeming them necessary for
preventing “any bad practices against the government.”'®

Postal networks were soon also used (with reduced efficacy) to fa-
cilitate and surveil communications with colonies and within them. As
political tensions in North America increased, Britain intensified the sur-
veillance of the local post. Consequently, American patriots came to see
the post as a political organ and linked postal surveillance with British
tyranny and overreach. In 1773 American rebels declared a boycott on
the imperial post and started to develop independent postal routes and
offices. “Theres two Post offices in New Port, the King’s and [Peter]
Mumfords. . . . [T]The revenue of the last is the greatest,” British postal
officer Hugh Finlay wrote in his journal in 1773. “It is next to impos-
sible to put a stop to this practice in the present universal opposition
to every thing connected with Great Britain.”"? This sentiment became
more widespread when Britain dismissed Benjamin Franklin as post-
master general in 1774 due to his expressions of sympathy for American
independence in leaked letters to Massachusetts governor Thomas
Hutchinson and others (what later became known as the Hutchinson
Affair). Franklin interpreted his own dismissal as a blunt expansion of
British power over life in America, and the following month, Bostonians
declared that the British post was “aiding the measures of tyranny.”?

In 1775 Britain started a months-long dragnet operation in which the
government opened and screened letters from North America en masse
to comprehend the political sentiment.* They made little effort to hide
it: Esther Reed reported that year that a letter arrived from England
as done on purpose to show they
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dare. . . . I take it for granted that I am writing to some curious person
in office, and that my letter, insignificant as it is, will be opened before
you get it.”? Americans came to attack postmasters and seize mailbags,
took physical control over postal routes and offices, and announced the
establishment of an independent American post network named the
Constitutional Post. By the end of 1775, the British post had formally
ceased to operate in the North American colonies.

At least some of the anger Americans directed toward the Royal Mail
stemmed from the notion that postal fees were a form of taxation with-
out representation. But fees were not the only element that American
patriots rejected. Questions regarding who controlled the routes of com-
munication and the political advantages that could be gained from such
control became increasingly pressing. The rejection of postal surveil-
lance by the British Crown established a link between postal confidenti-
ality and natural rights, an idea that fit well within the period’s broader
intellectual climate.

These sensibilities were further enhanced by the experiences of
American statesmen during and after the War of Independence, when
they traveled to Europe as diplomats to advocate US sovereignty and felt
the strain of epistolary surveillance much more strongly than under Brit-
ish colonialism. Unlike diplomats from established countries, Americans
had yet to form a network of trusted carriers abroad and were dependent
on local postal networks for communications with their governments.
Of course, given their political status, their experience was likely some-
what different from that of the average post user in these countries. But
the pervasiveness and conspicuousness of Continental European sur-
veillance were a new experience and, for many of the American states-
men, an appalling one. In a 1780 letter from Paris, John Adams, then an
American diplomat, wrote to Joshua Johnson, an American businessman
living in London: “The Moment I should have Cause to believe that any
Letter to me or from me is intercepted, I will carry my Complaint of it to
the King. . . . [I]ntercepting Letters public or private . . . is too infamous
and detestible [sic] . .. not to be punished by any Government.”?

Early American diplomats reported that postal surveillance in Europe
took a heavy toll on their work and well-being. Jay commented on this
predicament extensively. “All my letters” sent by the public post, Jay
wrote in 1780, “whether in France or Spain are opened. . . . [I]t would
not always be proper to write . . . with that Freedom which would often
be so useful and sometimes necessary.”** The knowledge that his letters
were regularly surveilled (and sometimes also seized and “suppressed”)
shaped Jay’s work routines and modes of communication.” Knowing
ould be surveilled, Jay considered
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when he was writing that the interceptors would become a secondary
readership, so he carefully refrained from literal and direct expression.*
Occasionally, Jay hired expensive private couriers, but he usually made
do by encrypting parts of his letters and asking his contacts to do the
same.? After reporting that important letters addressed to him were
seized again, Jay suggested to Congress that unless they considered pay-
ing couriers more frequently, his stay would “become a useless Expense
to my Country.”® Adams wrote in 1779 to Benjamin Rush: “This Letter
nor any other from you never reached me in France. . . . [I]n Europe I
was terribly tormented for Want of Information from this Country.”

In the meantime, in the war-torn United States, prewar concerns over
British surveillance were replaced by concerns over the increased un-
reliability of postal services, which will be examined in the following sec-
tion. Yet civic sensibilities resurfaced in the public conversation in the
late 1780s and early 1790s. At the time, the national post was slightly
more stabilized in terms of operations, but in two different instances,
newspaper publishers felt the need to voice a sense of civic and moral
outrage over postal surveillance. These critiques were now aimed against
the American government itself and, some have suggested, might have
been strongly informed by the publishers’ own business interests in re-
gard to the postal system.*

Concerns over the impact of government surveillance on the qual-
ity of civic life reentered the political conversation in 1787, right after
Postmaster General Ebenezer Hazard modified postal regulations to
curtail the volume of newspapers carried due to their heavy weight and
meager contribution to revenue. The result was long delays in the mail-
ing of newspapers—while the Constitutional Convention was taking
place. Publishers, heavily dependent on the post for the sourcing of news
and the distribution of their own product across the country, framed
the new rule as discrimination against newspapers due to their contents
and argued that curtailing the transmission of newspapers on technical
grounds was a new form of surveillance and censorship. Sifting through
mailbags to categorize individual post items, they argued, was an assault
on revolutionary ideals.* “Real intelligence and a free communication of
sentiments” were now arguably suppressed by the American government
itself. “The conduct of Congress or the postmaster-general, in stopping
the free circulation of the Newspapers at this critical juncture, is very
alarming,” the Philadelphia Freeman’s Journal warned. “The freemen of
America will never suffer such a bare faced violation of their liberties to
pass with impunity. This is a stretch of arbitrary power, that even Britain
never attempted before the Revolution.”* The Philadelphia Independent
y as “an infernal violation of the
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liberties of the people” and printed a statement by its publisher and
former revolutionary soldier, Eleazer Oswald: “Not only all the printers,
but every freeman in this country, will conceive themselves very deeply
concerned. . .. [L]et any man in his sober senses say whether Americans
are not degraded from their rank as freemen. . . . Such oppressions and
atrocious exercises of power, were never expected in the morning of our
peace and independency.”* The policy was eventually rolled back, and
the 1792 Post Office Act granted newspaper publishers substantial ben-
efits and subsidies.

When the act was debated in Congress in 1791-92, newspapers,
uniquely invested in the outcome, covered the debates in depth, again
strongly arguing in support of a civic norm.* The importance of epis-
tolary confidentiality in a healthy republic was discussed primarily in
relation to the punishment that the bill should bestow on those tam-
pering with the mail. A particularly seething column was published in
the Federal Gazette of Philadelphia, opining that these are “crimes of no
trivial nature, but heinous breaches of trust by persons employed by the
public.” Interception by postal employees was described as “theft,” one
that “involves a much greater degree of criminality than the action of
him who steals money.” The newspaper further suggested that “it should
be remembered, that a letter passing from one merchant to another, al-
though [it] contain no bills, may be of greater importance than another
enclosing property. . . . [TThe person who would deliberately incur such
guilt, must be a man so thoroughly depraved as to be unfit to live.”*

Commercial Rationale:
Establishing User Trust and Developing Markets

While concerns over civic spirit and protection from tyranny were as-
suaged after the transition to an independent postal system in 1775-76,
as the War of Independence broke, problems with reliability and secu-
rity—letters arriving late or visibly intercepted, mailbags being stolen,
post riders stealing the letters they were entrusted with—grew exponen-
tially. From 1775 until the stabilizing legislation of 1792, the designers
of American postal policy faced a new challenge. With British control
removed, they had to ensure that the post—expected to be one of the
main drivers of income for the federal government—could offer suffi-
cient standards of service to earn the trust of users.

The post played a significant part in this political conflict and was
used by both revolutionaries and loyalists, and so the risk of politically
motivated interceptions was almost ubiquitous.’” Letters written in the
ense that the post was completely
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unreliable. This perception decreased the propensity of Americans to
use the post and drove many to hand their correspondence over to pri-
vate couriers.” Interception tended to be local, but strong national mea-
sures were required to curb it and restore trust.

Since the very first days of the Constitutional Post in 1775, letters
transmitted within the colonies were regularly detained and inspected by
revolutionaries to reveal who in the ranks appeared to be less than a true
patriot. “Several of the Deputies of the Post office . . . most Scandalously
abuse their Trust, and I am certain many Letters directed to me . . .
are detained,” Cornelius Harnett, a North Carolina businessman and
delegate to the Continental Congress, wrote in 1777. “The Members of
Congress complain generally of this villainous Practice.”® In another let-
ter dated two months later, Harnett concluded: “I fear there is little de-
pendence on our Post office for the safe conveyance of Intelligence.”*
The same year, John Adams wrote to Abigail Adams: “You need not fear
Writing in your cautious Way by the Post, which is now well regulated.”*!
But six months later, he wrote: “I dont incline to write, very particu-
larly, least my Letters should be intercepted.”* Even Washington’s letters
could not always be secured: dozens of them were seized by British allies
and published in the press.*

Some of the most lurid political scandals of the time originated in
letters falling into the wrong hands. Such was the case of letters by Silas
Deane, intercepted during their transatlantic journey from France to the
United States in a postal mailbag and published in 1781. They revealed
that Deane, previously an envoy to France, suggested that reconciliation
with Britain might be the best option. The letters were published by loy-
alist James Rivington in the Royal Gazette, and Deane was accused of trea-
son. Angst over the fate of information put on paper became a defining
feature of written communications at the time. “Mr. Rivington saith in
his paper that some of their brave fellows have taken our post with his
mail,” wrote Ezekiel Cornell, a Rhode Island delegate to the Continental
Congress, to Governor William Greene in 1780. “I suppose they will pub-
lish it. Either of letters contain some particulars I should by no means
have wrote to the enemy.”*

In the lack of credible institutional protections from interception,
postal users had to devise their own ways to reduce risks, even at the cost
of slowing down communications and making them less efficient. The
use of private carriers and the encryption of letters were the most com-
mon privatized means of protection. While sending letters via trusted ac-
quaintances became increasingly prevalent, this method was not without
its own risks. Numerous scandals, like the 1775 exposure of Benjamin
e army, as a British spy or the 1773
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Hutchinson Affair, which cost Franklin his position in the post, origi-
nated in letters being leaked by personal acquaintances.* Itis now known
that some of the letters published in the loyalist press were forged, and
in some cases, modern scholars suggest, letters may have been inten-
tionally leaked by the people involved rather than stolen or intercepted,
but at the time, it was not always easy to tell who could be trusted.*® The
“private hand” method was also limited in its ability to ensure efficient
regular communications on a large scale. In some cases, an acquaintance
traveling directly to a destination could provide faster transmission of a
letter or a package than the post rider. However, by definition, relying
primarily on this method would curtail the possibilities for communica-
tion between people who were geographically remote. Sending letters
with associates and relatives was sometimes fast and convenient, but it
also meant that one could only use a limited pool of familiar and trusted
couriers and could only send letters to the geographic destinations that
they happened to have a personal connection to.

Simultaneously, the use of codes, ciphers, and insinuations to protect
important information from prying eyes grew significantly.” Massachu-
setts delegate James Lovell invented a popular cipher and frequently
urged his correspondents to employ it.* “The Post having been robbed
of his mail . . . I hope your letter did not contain anything not in Cypher
which is unfit for the public eye,” wrote James Madison, then Virginia del-
egate to the Continental Congress, to his colleague Edmund Randolph
in 1782. “It will be proper for us . . . to extend the use of our Cypher.”*

The constantrisk to correspondences between high-ranking American
statesmen and officers and the systemic costs and inefficiencies involved
with the need to safeguard communications privately explains why, de-
spite some useful revelations that originated in interception, the precari-
ousness of written communications was considered a national problem.
In October 1782 the Continental Congress enacted the first attempt to
protect the security of messages sent by post. The Ordinance for Regulat-
ing the Post Office placed heavy fines on a postmaster general or postal
officers who “knowingly or willingly open, detain, delay, secrete, embez-
zle or destroy” any letter, packet, or dispatch sent through the post or
allow others to do so. Postal officers were required to swear that they
would not break this ordinance, and those found guilty could never hold
public office again. A provision was added later allowing the postmaster
general to reward informants. However, opening letters was permitted if
an express warrant was signed by the president of Congress or “in time of
war” by a military authority. Franked letters of government officials were
protected from some of these clauses.” Despite these regulations, public
s remained commonplace.
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Washington continuously hinted to legislators that policy had to be
enacted to make the post a strong and prosperous part of public life.”
In January 1790 the House began debating permanent legislation re-
garding the post. The extent of public distrust was considered a serious
problem. A report by Secretary of the Treasury Alexander Hamilton and
Postmaster General Samuel Osgood, read in the House, suggested that
“the smallness of the revenue arising [from the post] . . . may have been
the effect of various causes,” including that “stage drivers and private
post riders may have been the carriers of many letters which ought to
have gone in the mail.” Better regulation and renewed trust, Hamilton
and Osgood estimated, could have multiplied the post’s annual revenue
by as much as 1,100 percent, providing resources for nation building.
The added income, they concluded, would be considerable “if the de-
partment is well regulated.”?

The 1790 effort to reach a permanent Post Office Act was not success-
ful, and in 1791 Washington instructed Congress again that strengthen-
ing the post could not “fail to be of material utility.”*® Material utility was
emphasized not only in relation to revenue from postal services but also
in relation to the role that the post was to play in the country’s economic
life. Exchanging messages, payments, and goods through the post was a
central mechanism of commerce, and it had been hoped that the reli-
ance of businesspeople on the post to conduct business could not only
improve revenues but also turn the post into a stronger vehicle for na-
tional economic development.

While commerce in colonial societies had expanded and diversified
throughout the eighteenth century, the institutional infrastructure sup-
porting business activity not sponsored by the empire remained periph-
eral: outside of Europe, banking was local and rudimentary.”* In the
absence of long-distance banking networks, there was no national sys-
tem in place directly aimed at enabling the development and expansion
of commercial markets. The new American government saw the value
in adapting the post, which was the best-developed national network of
communications at the time, to fill that void.”® The language of the law
indicates that this consideration was eventually the decisive one in secur-
ing postal confidentiality.

Merchants were already among the heaviest users of the post, and since
the other primary group of users—political representatives—enjoyed
free postage, acquiring the trust of the business community was crucial
for the sustainability of the post.® To businesspeople, security and confi-
dentiality were of utmost concern. A packet that was lost or stolen could
represent a severe financial loss. Much like politicians, businesspeople
ion risks. They were public figures
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in their communities who operated in markets that were often based on
personal relationships, so honesty in correspondence was sometimes in
tension with their public image.*

Reports by American businesspeople from the 1770s and 1780s reveal
their dependency on the post yet also contain frequent complaints about
its unreliability. Letters exchanged between members of the Beekman
family, a prominent New York—based family of merchants, reveal perva-
sive distrust of the post.”® Money and bonds were typically entrusted to a
“safe hand” or a “good hand,” a reliable acquaintance who was traveling
at the time. Between 1778 and 1788, the terms “safe hand” and “good
hand” appear forty-eight times in the Beekman family mercantile pa-
pers, alongside many other references to acquaintances delivering or
carrying letters, attesting to the centrality of the practice in the conduct
of family business during these years. For example, a 1779 letter from
Gerard W. Beekman to his brother William states that “I Shall . . . Send
you Money and Notes per furst Good Safe hand.”™ A year later, Gerard
wrote to William: “Send Conteneltel Dollars per Good Safe hand Henry
Ramsen is a Comming heare Next Week he Will be a Good hand.”® In
1788 James Beekman wrote to the Philadelphia-based firm Nottnagel,
Montmollin and Co.: “We shall therefore exchange said Sum for you
as soon as possible . . . and . . . forward it by a safe Hand.”®' In 1790
Philadelphia merchant Michael Gratz wrote to his brother Barnard: “/¢
was intended to go by post, but the mail being made up, / troubled that
gentleman with it, who was in the stage for Richmond and Petersburg,
and he promised to deliver it. So 7 hope it got safe to your hands.”*

Three days after Washington’s 1791 speech on the post, the House of
Representatives appointed a committee to prepare a bill. The Post Office
Act was debated for roughly three months, with discussions revolving
primarily around the location of post roads, the question of who would
get discretionary power to determine new roads, and the preservation of
franking privileges. By January 1792 the House had passed a bill, which
was approved by the Senate in February. Within a week, Washington
signed it into law.

The Post Office Act of 1792 created a comprehensive and binding
framework that overcame some of the problems faced by the Beekmans
and Gratzs and their associates. Alongside regulations regarding man-
agement, routes, and newspaper subsidies, the act enhanced the com-
mitment to postal confidentiality and put in place strong protections
from tampering and surveillance. That these protections were now part
of a landmark bill promoted and cherished by Washington made them
all the more powerful. The 1792 act determined that postal officers who
, packet, bag or mail of letters . . .
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which are intended to be conveyed by post” or “secrete, embezzle or
destroy” any post item that does not contain securities relating to money
would be fined up to $300 (roughly $7,300 in 2017 dollars), or impris-
oned for up to six months, or both.”

However, the law set a much higher value on the security and confi-
dentiality of letters that pertained to business transactions. The act states
that officers guilty of secreting, embezzling, destroying, or stealing any
letter, packet, or mailbag containing items of business and financial util-
ity—“any bank note, or bank post bill, bill of exchange, warrant of the
treasury of the United States, note of assignment of stock in the funds,
letters of attorney for receiving annuities or dividends, or for selling
stocks in the fund, or for receiving the interest thereof, or any letter of
credit, or note for, or relating to the payment of money, or other bond
or warrant, draft, bill, or promissory note whatsoever, for the payment of
money’—shall “suffer death.”

Some representatives argued that interceptors of noncommercial let-
ters deserved equally harsh punishments. An early draft suggested that
postal officers found guilty of opening, detaining, or embezzling any
letters “shall be deemed guilty of felony, and shall suffer death.”® The
committee that worked on the bill, chaired by William S. Smith (South
Carolina), erased these words. James Hillhouse (Connecticut) suggested
“imprisonment for life, or for a term of years, at the discretion of the
court, before whom such conviction shall be had; and shall ever after be
rendered incapable of holding any office under the United States.” Elias
Boudinot (New Jersey) suggested the softer formula that was accepted:
“Shall forfeit and pay a fine not exceeding dollars, and suffer im-
prisonment for a term not exceeding years.” In the final version
of the bill, tampering with any post item was a serious offense. But as the
language of the law makes clear, the security and confidentiality of post
items related to business conduct was substantially prioritized.

Practice did not immediately meet the legal standard, but there is
some anecdotal evidence that businesspeople had quickly updated cer-
tain routines: references to a “safe hand” or “good hand” no longer
appear in the Beekman family papers after 1788. By the early 1800s, the
post gradually had come to be seen as completely safe, especially for
money transfers.”” Only a decade after the Post Office Act, Postmaster
General Gideon Granger wrote, “The mail has become the channel of
remittance for the commercial interest of the country.”® By the 1820s,
Postmaster General John McLean estimated that the post facilitated the
exchange of “no inconsiderable amount of the active capital in the coun-
try.”% In 1855 the money transmitted through the post was estimated as
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Alongside the penalties set in the 1792 act, the post office made con-
tinuous efforts to entrench the commitment to confidentiality. Post
offices were architecturally designed to facilitate the surveillance of of-
ficers to ensure proper conduct, and the post appointed special agents
to prevent interception.” Memoirs published by two special agents in
the 1870s indicate that some eighty years after the 1792 legislation, the
principle of confidentiality continued to be understood as an amalgam
of civic and commercial goals: “No interest concerns the public more
vitally than the security of the mails. To correspondence are intrusted
not only money . . . but also the most important personal and business
secrets.”™ “The laws of the land are intended not only to preserve the
person and material property of every citizen sacred from intrusion, but
to secure the privacy of his thoughts. . . . [I]t is as important that every-
one . .. should be at liberty to utter his thoughts without restraint. Now
the post-office undertakes to maintain this principle.””

A Usable Past for Digital Privacy

The rhetoric used from the 1770s to the 1790s to discuss what we
now call privacy is remarkably reminiscent of present-day conversations
about digital surveillance. The early discourse on postal privacy echoes
prevalent themes in debates over internet privacy: values of liberty and
personal autonomy, suspicion of government overreach, concerns over
security and trust, and incentives to design a new communications net-
work as a platform for commerce over geographic distances.” Although
the internet is relatively young and the technical details of the debate
are ever changing, some of the ongoing negotiations on privacy in this
mediated space are far from new.

The state’s obligation to protect privacy has been consistently erod-
ing with the introduction of every new media, from telegraphy to te-
lephony.” As Edward Snowden revealed in 2013, after 9/11 the Bush
administration created secret programs that enabled mass surveillance
of internet communications; at one point, it has been estimated that “75
percent of all U.S. internet traffic is vacuumed by the U.S. surveillance
programs.”” These policies continued under the following administra-
tions. Surveillance justified by security concerns is not unique to the digi-
tal era, but the massive scope of digital surveillance and the automated
capabilities of intelligence agencies amount to substantive change.

However, security-based government surveillance is only one element
in the increasingly surveillance-heavy digital ecosystem. In addition to
historically familiar intelligence and law enforcement activity, privacy on-
that the law grants those operating
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the commercial channels on which online communication takes place—
internet service providers (ISPs) and internet platforms and services—
unfettered access to the content transmitted on their networks. In
contrast to the foundational principle of 1792, in 2017 President Trump
signed a bill into law that allows ISPs to sell individual internet browsing
histories to advertisers without the customer’s consent.”™

Similar to what letter writers did before confidentiality was credibly
institutionalized in the post, contemporary internet users are turning
to encryption to safeguard communications from prying eyes.” As they
did in the eighteenth century, governments are striving to break these
codes if they suspect information could be of interest. Concerned that
digital technology could produce truly unbreakable encryption, the US
government tried repeatedly to ban the use of powerful encryption in
the mid-1990s and mid-2010s. These attempts have failed, and in these
cases too, liberal civic arguments proved largely insufficient. Ultimately,
the economic interest in facilitating commercial transactions online and
securing the ability of US companies to compete globally were the deci-
sive concerns that kept sophisticated encryption tools legal.”

However, it is important to note that encryption is not the same as
privacy: it represents the privatization of privacy due to a strong presump-
tion of interception. Without legal and institutional protections for the
confidentiality of information, securing privacy is once again the per-
sonal responsibility of the sender and receiver alone—a state highly rem-
iniscent of preprivacy postal systems. The implications of surveillance in
the twenty-first century are substantially greater than they were in the
eighteenth century, since the information produced in contemporary
online activities is much more personal and sensitive than that produced
in early modern postal exchanges, and, unlike handwritten pages, digital
records are stored indefinitely. Access to internet use is much broader
and more egalitarian than the early post, but awareness and access to
effective security measures are not distributed equally between internet
users of different backgrounds. Transferring the onus of responsibility
for privacy from the state to citizens creates a new divide between the
individuals and organizations well positioned to ensure the privacy and
security of their communications and those that are less so.™

Clearly, some differences complicate any comparison between the
successful implementation of confidentiality in the early post and chal-
lenges for privacy online today. Two differences seem particularly rel-
evant. First, while the postal network was created as a unified federal
institution, the internet is fragmented and profit driven, with a multi-
tude of private actors providing different services. This market structure
t types of privacy: privacy from the
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government and privacy from commercial entities. Second, while the
post benefited financially from a reputation of confidentiality, in the dig-
ital economy, surveillance drives revenue.” Surveillance-based advertis-
ing is now largely considered a more sophisticated business model than
the traditional model (still used in the post) of payment by users per
service. This different structure of economic incentives must be acknowl-
edged when comparing the two systems.

Yet contemporary conversations about privacy online pertaining to
surveillance both by the state and by the market would benefit from an
introduction to the usable past of the post. This study suggests several
potential takeaways for those currently thinking about digital privacy
and the circumstances under which it could be enhanced.

The primary takeaway is that the privatization of privacy should be
considered a substantial shift in US communications policy. In some
ways, abdicating the historic commitment to uphold privacy takes com-
munication systems back by more than two hundred years, returning to
early modern norms of insecurity and distrust and having a chilling ef-
fect on speech. It is not only the character of mediated communications
that is at stake but the very understanding of what civic ideals stand to
mean and the proper relationship between the private and public as-
pects of citizenship.

Second, security concerns have not always topped all other consider-
ations. American legislators in 1792 rejected government surveillance
due to an amalgam of civic and commercial considerations, despite on-
going international tensions, internal rebellions, and political faction-
alism. While real and present, security concerns were not seen as the
only worthwhile consideration. They were among a multitude of factors,
and eventually, the collective benefit in guaranteeing confidentiality was
deemed greater than the benefit of regular surveillance.

Third, discussions on privacy in communications can (and perhaps
tend to) conflate normative and pragmatic considerations, with the rela-
tive weight of each of these concerns changing over time. The confiden-
tiality of post items might have been established primarily due to fiscal
and developmental concerns, but a few decades later, when usage of the
post expanded and the network became an important channel for inter-
personal communications for large parts of society, the enforcers of this
policy considered the protection of civic liberties as the justification for
their work. And while not originally understood in the context of either
the First or Fourth Amendment, protection from postal interception was
later conflated with the rights granted by both. Similarly, calls to apply
the frameworks of the First and Fourth Amendments to mass digital sur-
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The eighteenth-century emphasis on security and operability and their
importance for economic growth, more than personal privacy, makes
this history particularly pertinent to contemporary discussions. The dis-
course on digital privacy is as broad and varied as the debates described
here regarding the post, with normative arguments (protecting personal
privacy) and pragmatic arguments (securing digital commerce and pay-
ment) complementing each other. The depth and scope of personal in-
formation communicated via the internet today could potentially make
normative arguments uniquely powerful. Yet at least thus far, arguments
relating to pragmatic and practical concerns tend to resonate more
strongly in regard to the internet as well. In the 1990s, when Congress
debated the Clipper Chip—a failed suggestion by the Clinton admin-
istration that all digital encryption products would deposit “keys” with
third parties, and the keys would be available to law enforcement upon
judicial authorization—the discussion was primarily market centered.®

Market-centered rhetoric is even more potent today, as the internet
has become so essential for the operations of virtually every business.
In 2015 the Obama administration expressed keen interest in reshap-
ing digital security standards to make all information accessible to law
enforcement agencies by installing “backdoors” in encryption systems.
A report published in 2015 by fifteen prominent security experts re-
sponded to the proposed policy with a blend of security-based, eco-
nomic, and moral arguments highly reminiscent of those expressed in
the discourse around the 1792 act.* Throughout the report, the authors
emphasized the potential economic costs to innovation and business if
the state weakened digital security and privacy across the board. Like the
key escrow, the suggested backdoors had not materialized.

The fact that market-based arguments for privacy are consistently sup-
ported by academic findings could make this line of argumentation all
the more consequential. Multiple studies have found that trust in the
security and privacy of data is a primary factor in decisions regarding
e-banking and shopping.®* A 2015 report attempted to quantify the eco-
nomic benefits of encryption. According to the authors, e-commerce
grew “from total annual sales of $100 million in 1994 to over $250 billion
as of 2009. . . . It’s not possible to say precisely how much of this growth
is due specifically to the wide availability and use of secure encryption.
However, it is exceedingly unlikely that these sectors would have boomed
as they did without the assurance of security that encryption provides.”**
The prominence of market-based rhetoric is likely to further grow as the
Internet of Things (IoT) expands, situating a larger share of internet-
mediated communications not between humans but between objects in
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The final takeaway from the discourse leading to the establishment
of postal privacy in 1792 is that personal experiences matter. Individuals
and groups, this history suggests, become more sensitive to surveillance,
and more indignant about it, following a negative personal experience
of being singled out as an object of interest. In the case of the post, this
proved relevant for revolutionary US statesmen at home and abroad and
for newspaper publishers. Their reactions to experiences of differential
treatment on a communications network suggest that informing indi-
viduals and organizations on how they specifically are being surveilled is
likely to enhance their commitment to locking privacy into networks and
policies—and their willingness to advocate for it. Some creative attempts
at raising awareness of the scale and pervasiveness of contemporary ap-
paratuses of surveillance are evident in popular culture and art.*® This
can also be achieved by pressing companies, either through legislation,
advocacy, or pressure from users, to make practices of data collection,
processing, and sharing transparent to users, as the European General
Data Protection Regulation purports to do.

The establishment of privacy in the US post is a story about the im-
plementation of progressive privacy standards in a new communication
network. Despite some significant differences between the early post and
the internet, the discourse described here constitutes a highly usable past
for present-day discussions on privacy. In the 1790s, setting the strongest
standard of confidentiality known at the time was seen by Americans as
a morally just national pride, a necessity in order to gain their trust, and
a boon for the economy as a whole. Confidentiality in communications
was considered an essential national interest and was prioritized over the
potential gains that surveillance could bring. This pioneering choice was
made in one capital city when in others, postal communications were
considered synonymous with state surveillance. Similar choices today
should not be viewed as being outside the realm of possibility.
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